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Self-Service Password/MFA Reset Service

University of Vermont Health Network employees with existing accounts are now able to reset
their own password and MFA (Microsoft Authenticator) device by using NameTag to verify their
identity. To use this service, you will first verify your identity and access your account’s profile.
From there, you can reset your password or register a new MFA device. New users who have
not completed their first-time account setup should follow their onboarding instructions.

Verifying your identity and accessing your account’s profile

Go to the NameTag self-service password recovery page in your phone’s web browser
(https://verify.uvmhealth.org) and enter the email address for the account password that needs
to be reset. Next, tap the blue arrow button.
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When prompted, allow your phone to launch the NameTag app. This will begin the Nametag
Identity Verification process. Follow the instructions on the screen to verify your identity.


https://verify.uvmhealth.org/

Once verified, your phone will navigate back to the self service page automatically. To change
your password, tap the “Reset your password button”. To access your account’s profile page
and update your MFA, tap the “Get a temporary access pass” button.
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you're ready to reset!

You may now reset any passwords
and/or multi-factor authentication
(MFA) devices for your UVMHN
accounts. If you don't see the
account you're looking for, please
contact your administrator.
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Reset your password

Reset multi-factor authentication

Get a temporary access pass

After making a selection, you will be prompted to copy a temporary access pass. Tap the blue
‘Copy to clipboard’ button then tap the link outlined in red.



B hphrcorg

mtrump@portermedical.org

Use this temporary password to log in to
your account. Once you gain access, please
create a secure password immediately.

Temporary password

Update your password at

https:/faka.ms/mysecurityinfo

Done

Next, you will be asked for your temporary access pass. Paste the copied temporary pass, and
tap “Next”. This will bring you to your Microsoft profile page where you can update your
password or change your MFA device.
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Enter Temporary Access Pass

Temporary Access Pass

D Show Temporary Access Pass

Having trouble? Sign in anather way

Next

Welcome to the University of Vermont Health
Metwork Cloud Presence.

Resetting your password

To change your password, click on the ‘Change’ link in the Password row.



155 BT 7 o

EJ mysignins.microsoft.com/s

Vermont ae
TWORF g

= Security info

@ You can now enable your phone number (+1 X
) to be used as a username for sign in.
Enable

These are the methods you use to sign into your
account or reset your password.

You're using the most advisable sign-in method
where it applies.

Sign-in method when most advisable is unavailable: Microsoft
Authenticator - notification Change

+ Add sign-in method

Phone

% 2

Change Delete

Password

L]

Last updated:
a month ago

Microsoft Authenticator

- Passwordless sign-in
samsungSM-S938U1
Delete

E‘A Microsoft Authenticator

Passwordless sign-in

A dialogue box will pop up and you can enter your new password here.

Change your password

User ID
Mathaniel.Berens@uvmhealth.org

New password

Confirm new password




Your new password must:
e contain at least 1 capital letter and 1 number
e be 14 characters or longer
Note: Changing your password this way can only be done once every 24 hours.

Registering a new MFA device

To add a multi-factor authentication (MFA) method, tap on the ‘Add sign-in method’ button
shown outlined in red.
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These are the methods you use to sign into your
account or reset your password.
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In the pop-up box, select ‘Microsoft Authenticator.’



Add a sign-in method

Microsoft Authenticator
Approve sign-in requests or use one-time codes

Hardware token
Sign in with a code from a hardware token

Phone
Get a call or text to sign in with a code

Alternate phone
Get a call to sign in with a code

Office phone

Get a call to sign in with a code

E Email

Receive a code to reset your password

MNeed more info? Learn more about each method.

A popup box will appear instructing you to download the Microsoft Authenticator application to
your phone using the link outlined in red. Once downloaded and installed, click the blue ‘Next’
button.
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6 Start by getting the
app

On your phone, install the Microsoft
Authenticator app.

After you install the Microsoft
Authenticator app on your device,
choose "Next".

| want to use a different authenticator

app

On the following page, tap the “Pair your account to the app” link. This will take you into the
Microsoft Authenticator app and will add your UVMHN account. After the account is added, tap
the blue “Next” button.
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Set up your account
in the app

When finished, come back to this setup
experience.

Pair your account to the app by clicking
this link.

Show QR code

After tapping Next, A pop-up will appear with a number; enter the number into the authentication
app when prompted.



Microsoft Authenticator

Y Let's try it out
Approve the notification we're sending to your app by entering the number shown below.
-
—

97

If you entered the number incorrectly, the pop-up box will show a light red banner saying there
was a problem and that you need to resend the notification. Click the link outlined in red to
resend the notification.

Microsoft Authenticator X

® We're sorry, we ran into a problem. Please choose "Resend notification” to try again.
Additional details

Let's try it out

v/

Approve the notification we're sending to your app by entering the number shown below.

26
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I Resend notification I

Enter a code instead

If you entered the number correctly, the pop-up box will say ‘Notification approved’ with a green
checkmark.

Microsoft Authenticator

Notification approved

v




Finally, there will be a green natification box in the upper righthand corner of the screen that tells
you your ‘Microsoft Authenticator app was successfully registered.’

Microsoft Authenticator app was successiully

registered

Thu, 31 Jul 2025 18:57-32 GMT

Resetting MFA

If needed, you can remove all MFA devices from your account. Please note that once you have
removed your MFA devices, you will need to register a new MFA device before you will be able
to log in remotely. If you only need to remove a single MFA device, this can be done in the
Security Info page of your account by locating the device in the list, and tapping ‘Delete’
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Authenticator - notification Change
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To remove all MFA devices, verify your identity as above, and tap on the blue “Reset Multi-factor
authentication” button.
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Nathaniel John Berens, you're ready to reset!

You may now reset any passwords and/or multi-factor authentication (MFA) devices for your UVMHN accounts. If you don't see
the account you're looking for, please contact your administrator.

Microsoft Entra ID = hphrc.org
. Nathaniel.Berens@uvmhealth.org

Reset your password Reset multi-factor authentication Get a temporary access pass

A confirmation dialog will pop up asking if you want to rest your MFA tokens. This will remove all
of the MFA devices associated with your account. Click the ‘Yes, reset tokens' button to
proceed.
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. Mathaniel. Berens@uvmhealth.org

This will remove all of your authenticator tokens (SMS messages, authenticator

apps, security keys, etc) so that you can access your account and create new ones.

Are you sure you'd like to proceed?

No, don't reset tokens

The next popup confirms that your MFA devices have been reset (deleted)
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Your authentication credentials have been successfully reset. Next time you sign in
to your Microsoft Entra ID account, you'll need to enroll in MFA again.

Enroll in MFA at aka.ms/mysecurityinfo

You will now be brought back to the selection screen for Nametag

D
Nathaniel John Berens, you're ready to reset!

You may now reset any passwords and/or multi-factor authentication (MFA) devices for your UVMHN accounts. If you don't see
the account you're looking for, please contact your administrator.
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Tap on the blue ‘Get a temporary access pass’ button. This will popup a dialogue with your
temporary access pass.
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Use this temporary password to log in to your account.

Temporary password

AVU5 &AL [ Copy to clipboard

Update your password af https:/aka.ms/mysecurityinfo |

To copy the temporary access pass, tap the blue ‘Copy to clipboard’ button, then tap the link
outlined in red.

This brings you to a dialogue to input your temporary access pass

Universityor Vermont
HEALTH NETWORK

nathaniel.berens@uvmhealth.org
Enter Temporary Access Pass

Temporary Access Pass

D Show Temporary Access Pass

Cancel

Welcome to the University of Vermont Health
Network Cloud Presence.

Once you input your temporary access pass and tap Next you will be brought to your Microsoft
profile page where you can add a new MFA device. Follow the instructions in the “Registering a
new MFA device” section to register your device.



